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1 Overview

As mandated by the Homeland Security Presidential Directive 12 (HSPD-12), Office of
Management and Budget (OMB) M 11-11, and Department of Energy (DOE) O 206.2, Office of
the Chief Information Office (OCIO) Energy IT Services (EITS) has deployed hardware,
software, and configuration changes that enable EITS customers to log on to their computers with
their HSPD-12 credentials.

The implementation of virtual desktops also falls under the HSPD-12 directive. Personal identity
verification (PIV) authentication is integrated in the virtual desktop infrastructure (VDI) design
and implementation. VDI is accessible from DOE internal trusted EITS zero-clients, laptops, and
conventional desktops. This equipment provided by DOE is also known as government-furnished
equipment (GFE). VDI can also be securely accessed from external clients over the Internet,
however, which is one of the great benefits of VDI technology.

As a remote VDI user, you must also authenticate your identity with your PIV card per the HSPD-
12 directive. In certain cases where the HSPD-12 credential cannot be used, an RSA token is the
alternative form of two-factor authentication for external VDI users.

2 Scope
The tables below list the Internet browsers and operating systems that were tested with version
and ability to function with remote PIV with VDI.

2.1 Web Browsers

Browser Version Function

Microsoft Internet Explorer 9.0.8112.16421 Yes

Microsoft Internet Explorer 11.0.9600.17358 Yes

Google Chrome 38.0.2125.111 m and above Yes

Safari 6.2.3 and above Yes

Mozilla Firefox 31.1.1 Not supported. Reconfiguration is
required to support PIV and is not
recommended.

2.2 Operating Systems

Operating System Version Function
Windows 7.0 and above Yes
Personal Mac 10.10.2 Yes
GFE Mac 10.8.5/0.9.5 Yes
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3 Types of Smart Card Readers and Installation

There are three types of smart card readers used in the DOE environment. They are listed and
displayed below. To learn more about card readers, go to the following Powerpedia page:
HTTPS://POWERPEDIA.ENERGY.GOV/WIKI/SMART_CARD_READER.

1. Internal Card Reader 2. Portable Card Reader 3. Standard Card Reader

3

00

VLOINVI

4 Install the External Reader on a PC

To install the external card reader, connect the card reader to your workstation. The card reader
self-installs. To view the installed card reader’s status, go to the lower left of the Windows
screen. Select Start=» Devices and Printers.

) v Cortret Panel » Mardeare 3nd Sound o Devices snd Proten -4y - »

5 Access from a GFE Laptop
1. Once the card reader has been installed, insert your PIV card into the reader.
2. Open Internet Explorer and type in HTTPS://MYDESKTOP-TEST.DOE.GOV and press [Enter].
3. Select the link for the PIV card. The PIV card must be inserted prior to selecting the link.
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Help

File Edit View Favorites Tools

* ENERGY.GOV

‘Office of the Chief Information Officer Search Energy.gov

SERVICES POLICY AND REGULATIONS MISSION ABOUT US OFFICES >

Home » Services » Remote Access » Virtual Deskiop Infrastructure (VDI)

VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

Assistive Technelogy For questions or concerns related to VDI, contact the EITS Service Desk at 301-903-2500.
Forms
Guidance USING A PIV CARD

Incident Management Instructions for customers who access VDI using their Personal Identity Verification (PIV) card

m

IT Services
PKI
Remote Access.

Training

USING AN RSA TOKEN

P Instructions for customers who access VDI using an RSA token

|} Access VDI using your RSA token.

% U.S. DEPARTMENT OF

g:@} EN ERGY Careers & Internships | Policy & Regulation | Contact Us

A certificate box is displayed.

Select a Certificate

Izsuer: Entrust Managed Services 55...
Valid From: 1/14/2013 to 1/13/2016

Issuer: Entrust Managed Services 55...
Valid From: 1/14/2013 to 1/13/2016

iClick here to view certificate prope...

To determine the correct certificate is being used, select the link, Click here to view certificate
properties. Select the Detail tab.
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a. Select Enhanced Key Usage to display the Smart Card Logon as shown below.

| General | Details | certification Path |

Show: [<A|I> v]

Field

@Cerﬁﬁcahe Policies [1]Certificate Policy:Policy Ide...
@Authority Information Access  [1]Authority Info Access: Acc...
5:]2. 16.840.1.101.3.6.9.1 010100 i
Enhanced Key Usage Client Authentication (1.3.6.1....

@ Subject Alternative Name Other Name:Principal Name=8...
CRL Distribution Points [1]CRL Distribution Point: Distr...
@Authority Key Identifier KeyIlD=d3 ce e7 5b 89 a7 cd 6...
Jiilauhiact Keu Tdantifier KeulN=2Q =R 50 Q442 Q1 14

Client Authentication (1.3.6.1.5.5.7.3.2
Card Lo 5

go
Any Purpose (2.5.29.37.0)

Edit Properties Copy to File...

Learn more about certificate details

b. After verifying the correct certificate, select [OK].

Note: The desktop will not ask for your PIN because it was cached
after logging onto your GFE laptop.

6. The desktop auto-launches. Select [OK] on the DOE Security Banner screen.

7. Type your PIN at the dektop and press [Enter].
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Note: If you see the username and password fields, select the
Other Credentials button. Select the PIV car, type your PIN. Press
[Enter].

- ENERGY.GOV fy s [ sexcnenemoo 1o}

PUBLIC SERVICES ~ SCIENCE & INNOVATION & ENERGY SAVER  ABOUT ENERGY.GOV  OFFICES >

INFOGRAPHIC: Understanding the Grid

HOW MUCH DO YOU

READ MORE € SPEND:

BLOG

nd
Viating tce enesgy 00

BEe D olulele ™

You are now logged into the VDI desktop.
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6 Access from a Home Personal Computer
1. Download and install the latest receiver from
HTTP://WWW.CITRIX.COM/GO/RECEIVER.HTML.
2. Insert a card reader if necessary. The card reader installs. To view the installed card
reader’s status, go to the lower left of the Windows screen. Select Start=» Devices and
Printers.

% » Control Panel » Hardware and Sound » Devices and Printers » v | +3 § Seorch Dev.. P
Add a device Add a printer = v 7]
4 Devices (5)
Q‘. i““ i @ a‘* >
BCM20458 Biometnc SCR3%xx v2.0 USB Smart Card
Coprocessor SC Reader
4 Printers and Faxes (4)
/_»\/ ‘ / | /
Fax HP Photosmart Microsoft XPS Send To
Plus B210 series Document Writer OneNote 2010
(Network)
J 9items
ded
=3

3. Once the card reader has been installed, insert your PIV card into the reader.
4. Open Internet Explorer and type in HTTPS://MYDESKTOP-TEST.DOE.GOV and press [Enter].
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File

Edit View Favorites Tools Help

* ENERGY.GOV

‘Office of the Chief Information Officer Search Energy.gov

SERVICES POLICY AND REGULATIONS MISSION ABOUT US OFFICES >

Home » Services » Remote Access » Virtual Deskiop Infrastructure (VDI)

VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

Assistive Technelogy For questions or concerns related to VDI, contact the EITS Service Desk at 301-903-2500.
Forms
Guidance USING A PIV CARD

Incident Management Instructions for customers who access VDI using their Personal Identity Verification (PIV) card

m

IT Services
PKI
Remote Access.

Training

USING AN RSA TOKEN

P Instructions for customers who access VDI using an RSA token
o

@ Access VDI using your RSA token.

—— L

P =5  U.S. DEPARTMENT OF

Ei @2" EN ERGY Careers & Internships | Policy & Regulation | Contact Us

5. Select the link Access VDI using your PIV card. The PIV card must be inserted prior to
selecting the link.
6. A certificate box is displayed.

Select a Certificate

—
| ‘-# Issuer: Entrust Managed Services 55...
Valid From: 1/14/2013 to 1/13/2016

" Issuer: Entrust Managed Services 55...
|l valid From: 1/14/2013 to 1/13/2016

iClick here to view certificate prope...

7. To determine the correct certificate is being used, select the link, Click here to view certificate
properties. Select the Detail tab.
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a. Select Enhanced Key Usage to display the Smart Card Logon as shown below.

| General | Details | Certification Path

Show: [<AU> v]

Field Value

@Cerﬁﬁcate Policies [1]Certificate Policy:Policy Ide...
Authority Information Access  [1]Authority Info Access: Acc...
@2.16.840.1.101.3.6.9.1 010100 “
Enhanced Key Usage Client Authentication (1.3.6.1....
@Subject Alternative Name Other Name:Principal Name=8...
CRL Distribution Points [1]CRL Distribution Point: Distr...

@Auﬂwority Key Identifier KeylD=d3 cee7 5b 83 a7cd6...
55l hiart Kev Tdentifier KewTN=2Q =R 50 Q442 Q1 14

Client Authenhcahon 1.3.6.1.5.5.7.3.2

Any Purpose (2 5.29.37.0)

Edit Properties..

Learn more about certificate details

b. After verifying the correct certificate, and select [OK].
8. The PIN prompt box is displayed.

Microsoft Smart Card Provider

Please enter your authentication PIN.

| [ P
\——l Click here for more information

9. Type your PIN and select [OK]. If you do not see the PIN prompt box, check to make sure

it did not pop up behind another window.
10. The desktop auto-launches. Select [OK] on the DOE Security Banner screen.

11. Type your PIN at the desktop and press [Enter].
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Note: If you see the username and password fields, select the
Other Credentials button. Select the PIV card and type your PIN.

& Windows 7 Ertamnus

I 5 puecter T

- ENERGY.GOV vz TR

PUBLIC SERVICES ~ SCIENCE & INNOVATION & ENERGY SAVER  ABOUT ENERGY.GOV  OFFICES >

INFOGRAPHIC: Understanding the Grid
READ MORE ©)

BLOG

B olalcle ™
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7 Access from a Home Personal Mac
If you are a Mac user and want to access VDI using your PIV card, you must have the operating
system, X Yosemite 10.10.2 or higher and have Centrify Express for Smartcard installed.

1. Download and install the latest Mac receiver from the following site:
HTTP://WWW.CITRIX.COM/GO/RECEIVER.HTML.

2. GO to HTTP://WWW.CENTRIFY.COM/EXPRESS/SMART-CARD-FORM. Complete the form and
accept the End User License Agreement (EULA). Select the Download Now button to see
Centrify Express for Smartcard.

- | |
VeSS s contrty.comexprescmart-car-fo £+ 8 X[ & Free Mac smar card suppo. |
% © Vitusl Desktop fastrct., @) ISOLVED) i and SSL 1. 3) CAC-PN-SPR Token with... §) CAC-PN-SPR Token with. @ Configution Managerme.. 9 CTXI09374 - Sressrntr.. 53 Drector ) Home - T Process Wor. 3] Home - Managed Sices 2) Login

=
©) Centrify i i B il Blomerns Prbine vt

Get Mac Smart Card Support for CAC

and PIV Card Users — Free!

Select Country. -

DOWNLOAD NOW

1.669.444.5200 Contact Us
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http://www.citrix.com/go/receiver.htmL
http://www.centrify.com/express/smart-card-form

£+ 2.6 X G smart Card Downlond |

< [Slor

% © Viual Deckop [SOLVED] Carixand SSL ... ) CAC-PIV-SIPR Token with... & CAC-PN-SIPR Token with.. @ Configuration Manageme... (& CTXI09374 - StessPrinar..£3 Divector & Home - TS Process Wor... 2 Home - Managed Sevices &) Login

|
O) Centrify: i s e

Step 1: Download

VIDEO TUTORIAL
.-

MORE INFORMATION

See ‘Inst peess for Sman Card’

file, and run

see the Centrfy E: Smart Card control panel

VIDEO TUTORIAL

Step 3: Configure
pen the Keychain utilty . I

— Library — Keychain — SystemCACertificate. keychain
MORE INFORMATION

4. Ciick the Add button. mediats certificates nto

I m surroRt
on A o

3. Select Download for Mac OS 10.7, 10.8, 10.9, 10.10.

Install Centrify Express for Smartcard.

5. To verify that Centrify Express for Smartcard is installed, select the Launchpad. Find the
Smart Card Assistant.

) | B

Safari Citrix Receiver Mail Contacts Reminders

e m P e O

Messages FaceTime Photo Booth GarageBand iTunes

® ® =2 -

iBooks App Store Preview Dictionary Calculator Mission Control

>

Dashboard System Preferences LanScan TeamViewer Google Chrome Google Earth VDI-Standard-x64

Smart Card Assistant

gOO Ll ‘'vn

6. Open Safari and go to HTTPS://MYDESKTOP-TEST.DOE.GOV.
7. Insert the card reader.
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https://mydesktop-test.doe.gov/

8. Insert your PIV card.
9. Select Access VDI using your PIV card.

[=I=Er=]
®|. itps//mydeskiop-test.doegov/ci O ~ @ B & X || @ Virtual Desktop Infrastructu.. % | | i ¥y i@

File Edit View Favorites

Tools  Help

* ENERGY.GOV

Office of the Chief Information Officer Search Energy.gov
SERVICES POLICY AND REGULATIONS MISSION ABOUT US OFFICES »

Home = Services » Remote Access = Virtual Desktop Infrastructure (VDI)

VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

Assistive Technology For questions or concemns related to VDI, contact the EITS Service Desk at 301-903-2500.

Forms

Guidance USING A PIV CARD

Incident Management oe—— Instructions for customers who access VDI using their Personal Identity Verification (PIV) card

ocraons

IT Services oo

=== | Access VDI using your PIV card. For your PIV card to work. you MUST install your card reader and insert your PIV'

PKI

— s | card before clicking on the PIV image.
Remote Access. % ®
Training

USING AN RSA TOKEN

— Instructions for customers who access VDI using an RSA token

Access VDI using your RSA token.

.S. DEPARTMENT OF
Careers & Internships | Policy & Regulation | Contact Us

10. At the certificate, prompt, select a certificate and scroll down to Purpose #2 Smartcard
Logon.
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@ Safari File Edit View History Window Help L] = @ Sun 1:43 PM Admin Q=

® mydesktop-piv.vdi.doe.gov X i
= The website “mydesktop-piv.vdi.doe.gov” requires a client e é
certificate.

e
I ° This website requires a certificate to validate your identity. Select the
/ o certificate to use when you connect to this website, and then click
/ Continue.

Wikipedia

3 -
.,
—

Property search
result | lowco...

=) Screen Shot
2015-0...0.57 PM
YAHOO!
Cortitcato nformatin: !I
Yahoo it =

Screen Shot
2015:0...1 .43 PM

Screen Shot
2015-0...1.52 PM

Key Usage (2.5.28.15)
Critical YES
Usage Digital Signature

Extended Key Usage ( 2.5.29.37 )
Critical NO
Purpose #1  Client Authentication ( 1.3.6.1.5.5.7.3.2)

Purpose #2 Smartcard Logon ( 1.3.6.1.4.1.311.20.2.2)
Citrix Access

Citrix Access Purpose #3  Any Extended Key Usage (2.5.29.37.0) Gateway

Gateway

? Hide Certificate Cancel

o DA™ §

11. When the correct certificate is selected, select Continue.
a. Centrify Express for Smartcard stores this option in the keychain, and you are not
prompted to select the certificate again.
b. If you accidentally select the wrong certificate, see appendix A for the steps to
remove the certificate from the Centrify Express for Smartcard keychain.
12. At the next prompt, type your PIV card PIN, which is your keychain password. Press
[OK].
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@ Safari File Edit View History Bookmarks Window Help 2= B Sat10:34 AM Admin Q =

- mydesktop-piv.vdi.doe.gov X
[} Cickto

Keychait Favorites
PIV-...8

login Z
Local Ite @ ’ \ x;
System

Apy

System | Property search sitter Wikipedia
result | lowco.

DS em

com.apple.WebKit.Networking.xpc wants to use
"

| . the “PIV- —

Categor E | L J keychain. =
A Al items | Please enter the keychain password. i -
£ peegy vanee | Password: | seesssee =

Secure b

£ My Certi ) N —
T Keys
. Certifica

~1qe GlR cRTEO@AM W

13. At the prompt to Trust the Citrix Receiver Plug-in, select Trust.

@ Safari File Edit View History Bookmarks Window Help
(]

7 B3 Sat10:34 AM Admin Q=

& mydesktop-piv.vdi.doe.gov

Do you want to trust the website “mydesktop-
piv.vdi.doe.gov” to use the “Citrix Receiver” plug-in?

You can manage which websites you trust to use this plug-in in the.
Security pane of Safari preferences.

Never for this Website Trust W

Unblock the Citrix plug-in

Allow this website to run the Citrix plug-in to access apps.

sreen Shot
+1...4.39 AM

sreen Shot
2014-1...4.43 AM
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14. The Storefront displays.
a. If you have a single desktop, it auto-launches.
b. If you have more than one desktop, select the preferred desktop to launch.

@ Safari File Edit View History Bookmarks Window Help 2 B3 Sat10:35AM Admin  Q

. 00 < m mydesktop-piv.vdi.doe.gov ¢ [} [al
[ Cickto
pawesss  Citrix Receiver

° ° °
FrontLines-x64 FrontLines-x64-Test VDI Desktop

2014-1...4.43 AM

ZI90 0 9t ol o RTEO@MAM 9 W% §

15. When the desktop displays, the DOE Security Banner screen appears. Select [OK] to
continue.

16. The desktop displays the message: Reading smart card...

17. At the prompt, type your PIN and press [Enter].

18. You are now logged on to the desktop.
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8 Access from a Government Furnished Equipment (GFE) Mac
1. Insert card reader and P1V card.
2. Logon to your Mac using your PIV credential.
3. Open Safari or Chrome.
4. Go to https://mydesktop-test.doe.gov.

m m @ |hreps &) mydesktop-test.doe.gov; cio/virtual-desktop-infrastructure-vdi — Virtual Desktop Infrastructure (VDI) | Department of Energy ¢ | Reader

* ENERGY.GOV

Office of the Chief Information Officer Search Energy.gov

SERVICES POLICY AND REGULATIONS MISSION ABOUT US OFFICES >

Home » Services » Remote Access » Virtual Desktop Infrastructure (VDI)

VIRTUAL DESKTOP INFRASTRUCTURE (VDI)

Assistive Technology For questions or concemns related to VDI, contact the EITS Service Desk at 301-903-2500.
Forms
Guidance USING A PIV CARD
Incident Management Instructions for customers who access VDI using their Personal Identity Verification (PIV) card
IT Services
== 1
PKI =~ | Access VDI using your PIV card.

Remote Access

Training

USING AN RSA TOKEN

= Instructions for customers who access VDI using an RSA token
Access VDI using your RSA token.

User Guide: Remote Workplace to VDI Using RSA

5. Click on the link to [ Access VDI using your P1V card ]
6. You will be prompted to select a certificate.
a. Click on a certificate, click the button for Show Certificate and scroll down to look
for Purpose #2 Smartcard Logon.
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https://mydesktop-test.doe.gov/

[+ | @ mdesion

The website “mydesktop-piv.vdi.doe.gov” requires a client

" ENERGY.GOV L L cenificate.

Ofl-'i - This website requires a certificate to validate your identity. Select the Search Energy.gov
ce °f ﬂ.‘ d“.f Info certificate to use when you connect to this website, and then click
Continue.

SERVICES POLICY AND R|

(Affiliate) (Entrust)
(Affiliate) (Entrust)
(Affiliate) (Entrust)

Home » Services » Remote Access » Virtual De

VIRTUAL DESKTOP IN

Certificate Information:

BB

Assistive Technology For questior Usage Digital Signature
Forms

Extension  Extended Key Usage ( 2.5.29.37 )
Guidance USING A Critical NO
Incident Management Purpose #1 Client Authentication ( 1.3.6.1.5.5.7.3.2 ) »n (PIV) card

Purpose #2 Smartcard Logon ( 1.3.6.1.4.1.311.20.2.2 )

IT Servicos Purpose #3  Any Extended Key Usage { 2.5.29.37.0 )
PKI

Extension  Subject Key Identifier ( 2.5.29.14 ) card before clicking on the PIV image.
fomote Access Critical NO

Training Key 1D 75 A2 DA 3A 98 B6 FA 29 BS5 3D E5 BEAB 8C 80 C4 5A 54 7C 7

Extension  Authority Key Identifier ( 2.5.29.35 )

® Hide Certificate Cancel E

USING Arvrorrrowemn

R Instructions for customers who access VDI using an RSA token
14

|| Access VDI using your RSA token.

il | User Guide: Remote Workplace to VDI Using RSA

=

7. Once the correct certificate is chosen, click [ OK/Continue ]
8. You will not be required to enter your PIN as it was cached during logon to your Mac.
9. Click [ Trust ] to unblock the Citrix Receiver Plug-in.
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| \EI [ + [B) hups @ mydesktop-piv.vdi.doe.gov/r/ecu

Do you want to trust the website “mydesktop-
piv.vdi.doe.gov” to use the “Citrix Receiver” plug-in?

U You can manage which websites you trust to use this plug-in in the
Security pane of Safari preferences.

| Never for this Website | | Trust | Not Now

Unblock the Citrix plug-in

Allow this website to run the Citrix plug-in to apps.

Plug-in blocked for this website ©)

10. The Storefront displays.
a. If you have a single desktop, it auto-launches.
b. If you have more than one desktop, select the preferred desktop to launch.
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[ﬁ\ \E[ [ + [B) hups @ mydesktop-piv.vdi.doe.gov/ns/ecul/pi ¢

Citrix Receiver

° ° °

e ° ° ° ®
FrontLines FrontLines - no Office365-02010 Office365-02013 & VDI Desktop (1) VDI Desktop (2) Workplace Workplace- Workplace-VDA76
IE1

Lync script FrontLines

11. When the desktop displays, the DOE Security Banner screen appears. Select [OK] to
continue.

12. The desktop displays the message: Reading smart card...

13. At the prompt, type your PIN and press [Enter].

14. You are now logged on to the desktop.
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Appendix A: Remove an Incorrect Certificate

If you accidentally select the wrong certificate in Safari, you must remove it from the Centrify
Express for Smartcard keychain to be prompted to select a certificate again.

1. Open Launchpad and open Smart Card Assistant.

Reminders

¢ @

Messages FaceTime Photo Booth GarageBand Game Center iTunes

App Store Preview Dictionary Calculator Mission Control

System Preferences i ome VDI-Standard-x64
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2. Select Diagnostics, then press the Open Keychain button.

@ Smart Card Assistant View Window

Centrify Express for Smart Card

o E

Favorites
& AIlM staws Drivers Diagnostics Visit Centrify

& iClo
® Ai,% Instructions:
1. Insert smart card.
#% Appll 2. Click Open Keychain and make sure the smart card appears in Keychain.
) Desk 3 Click Run to perform diagnostics.
‘ 4. Click Save to Desktop to save the log file.

(% poa Output
© Dow
B MOV1

ipl Musil
; Pict

i admw

Open Keychain

3. Onthe left, select login under keychains and then All ltems under Category.
4. On the right, select the identity preference entry and press [Delete].

@ Keychain Access File Edit View Window Help

® @ Keychain Access
o
E Click to lock the login keychain. Q
g F"(I:r}j.crj:r;:ﬁiliate] . https://mydesktop-piv.vdi.doe.gov/ns/ecul/piv/Default.htm
L ((L Kind identity preference 1
é\‘ login _ - Where https:/mydesktop-pivoedides.gov/ns/ecul/piv/Default. htm
&' Local ltems —  centficate | NNNEGNGEEEE it
& System Medified: Today, 10:21 AM |
System Roots ~ Kind Date Modified Expires
(? <key= public key - -
(? <key=> private key - - |
,"“ Apple Persistent State Encryption application password Dec 20, 2013, 7:41:20 AM  --
Category ,"“ Chrome Safe Storage application password Apr 19, 2014, 11:54:48 AM -
;a: All Hems ,"“ Citrix Authentication Manager application password Jan 22, 2014, 9:43:26 AM -~
f__ Passwords ,"“ Citrix Authentication Manager application password Feb 26, 2014, 11:29:54 AM -- ]
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5. Go back to section 6, Access from a Home Personal Mac. Go to step 6 to log on again and
be prompted for the correct certificate.
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Appendix B: Troubleshooting
If you select the wrong certificate after entering your PIN, an error message displays that

states the page cannot be displayed. Follow these troubleshooting steps to select the correct
certificate.
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Close the browser.

1

2. Remove your PIV card from the reader, then re-insert it.
3. Open the browser again.
4

Go back to the logon instructions to select the correct certificate.

If the wrong certificate was chosen in Safari,first follow the steps in Appendix A, Remove an
Incorrect Certificate, then complete these instructions.
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